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MODELING CRIMINOGENIC THREATS
IN THE TRANSPORT INFRASTRUCTURE: CURRENT STATE AND PROSPECTS

This scientific publication studies the current state, trends, and prospects of modeling and assessing
criminogenic risks in Ukraine's transport infrastructure. Ensuring its stability and security is an integral
part of the industry's functioning, playing a critical role. The study covers statistical data and observations
for 2020-2025, which allowed for assessing the dynamics of challenges caused by internal and external
factors, particularly hybrid ones.

The first part of the work elaborates on the theoretical foundations of criminological security
of the transport system, including key concepts of resilience (ability to adapt and recover) and vulnerability
(weak points that malicious actors can exploit). Special attention is paid to the systemic approach and legal
aspects that form an effective protective mechanism against unlawful encroachments.

A deep statistical analysis of the dynamics and structure of criminal threats affecting the functioning
of Ukraine's road, rail, air, and sea transport complex has been conducted. The study confirms a significant
increase in the number of cyberattacks, vandalism, and sabotage on critical infrastructure facilities, as
well as the relevance of traditional crimes.

Modern approaches and methods for assessing criminogenic risks are highlighted, including qualitative
(risk matrices, expert assessments) and quantitative (simulation models, statistical modeling) models. These
tools allow for determining the probability of threats and assessing their potential cascading consequences
for the transport system, economy, humanitarian sphere, and national security.

Using a detailed case study of railway transport, the specific features of criminogenic threats (including
terrorist acts, such as the Madrid train bombings in 2004, the use of drones, insider threats, vulnerabilities
of digital systems) and effective countermeasures are revealed. The work contains several practical
recommendations for risk management, including implementing multi-level security systems, improved
information exchange, and strengthened public-private partnerships.

Prospects for developing scientific approaches to modeling criminogenic threats are outlined,
emphasizing implementing innovative technologies: artificial intelligence for predictive analytics, machine
learning for anomaly detection, big data technologies for comprehensive analysis, and blockchain for data
security. The study results are extremely valuable and practically significant for specialists in transport
security, law enforcement agencies, researchers, and everyone interested in ensuring the stable and safe
functioning of the critical transport system.

Key words: modeling, criminogenic threats, transport infrastructure, security, risk assessment,
innovative technologies, cybersecurity.

Presentation of the Main Material. Ukraine's transport complex, encompassing extensive
road, rail, water, and air routes, as well as key port and airport facilities, is an infrastructural
foundation and a strategically important component of national security and economic stability. This
comprehensive system ensures the continuous functioning of vital economic sectors, citizen mobility,
access to services and goods, and promotes the country's integration into global logistics flows. Due to
its central role, transport infrastructure becomes a primary target for various criminal encroachments —
from traditional criminal acts to complex hybrid threats destabilizing state processes.

Analysis of statistical data for the period 2020-2025 demonstrates an increase in criminal incidents
in Ukraine's transport sector. According to the analytical institution “National Association of Transport
Security of Ukraine” [1], the total number of recorded offenses at transport infrastructure facilities
increased by 17.3% compared to the previous five-year period. This growth covers a wide range
of criminal acts, indicating the adaptability of criminal elements to existing protection systems. Of
particular concern is the rapid increase in cyberattacks targeting automated transport control systems,
which reached 28.5%. These attacks can paralyze the operation of railway dispatch systems, airport
control towers, or port logistics centers, threatening economic losses and the safety of passengers
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and cargo. Furthermore, there is a significant increase in cargo thefts by 12.4%, leading to substantial
financial losses for businesses and the state, destabilizing logistics networks, and undermining
confidence in transport services. This underscores the critical need to strengthen physical protection
and improve monitoring systems at all stages of transportation.

The geographical distribution of criminogenic threats in Ukraine is uneven due to regional economic
characteristics and the current security situation. The most intense increase in criminal incidents,
including subversive acts and vandalism, is recorded in the eastern and southern regions. These regions,
bordering the conflict zone or having a complex socio-political situation, are particularly vulnerable
due to their frontline or border location and the strategic value of transport hubs. Here, criminal
groups and hostile elements can use transport infrastructure to carry out provocations, destabilization,
or illegal movement of goods. At the same time, the central and western regions, which are key transit
routes to European Union countries, face increased risks in the field of cybersecurity and the activities
of organized criminal groups specializing in smuggling, illegal trafficking of goods, and cybercrime
aimed at stealing data or sabotaging transport systems.

Thus, understanding that transport infrastructure is integral to Ukraine's national security
and economic stability becomes crucial for forming an effective protection strategy. Its vulnerability,
caused by physical and cyber threats, can lead to cascading failures throughout the country and cause
significant economic damage. 2020-2025 is characterized by a noticeable increase in criminogenic
threats, including targeted cyberattacks, physical encroachments, and increased probabilities of terrorist
acts, which require immediate response and the implementation of new protection mechanisms. This
escalation of threats underscores the urgency of developing and integrating practical threat assessment
and forecasting models. Such models are a primary task for forming and implementing proactive
preventive measures that will allow for reacting to incidents and preventing their occurrence.

The current research aims to develop and analyze the effectiveness of prognostic models for
assessing and forecasting criminogenic threats in Ukraine's transport infrastructure sector. This will
significantly increase the effectiveness of prevention measures, shift from reactive to proactive risk
management, and enable prompt adaptation to the changing nature of threats. The relevance of this
issue is emphasized by both the increasing number and diversity of threats and the strengthening
of their potential impact on the functioning of critical state infrastructure. The research considers
the latest statistical data and methodological approaches, allowing for a comprehensive understanding
of the current state of the problem and prospects for its solution, providing practical recommendations
for law enforcement agencies and transport operators.

The concept of criminological security of transport infrastructure is a multifaceted approach aimed
at ensuring its stability and continuous functioning. Its central task is the systematic protection against
destructive influences that can cause significant cascading consequences, such as economic losses,
public panic, and reputational damage.

Criminogenic security of transport infrastructure is a dynamic state of protection for all system's key
components: physical objects (stations, ports, bridges), rolling stock, personnel, passengers, and cargo,
from potential and existing criminal threats. These threats include theft, vandalism, sabotage, illegal
transportation, human trafficking, cyberattacks, and terrorist acts. Achieving this state is ensured by
a complex of legal, organizational, technical, and educational measures. A key element in this process
is the concept of risk, defined as the probability of a criminal event and the scale of potential financial,
human, operational, or reputational losses.

Factors influencing criminogenic threats are divided into internal and external. Internal factors
include imperfections in security and access control systems, human factors (corruption, negligence),
technical vulnerabilities of automated control systems, lack of effective coordination between security
services, and physically worn-out infrastructure and equipment.

External factors include: increased activity of organized criminal groups; terrorist threats;
cyberattacks on digital control systems; socio-economic instability, as well as geopolitical conflicts
and interstate confrontations.

Its specificity determines the peculiarities of criminogenic threats in transport infrastructure.
Firstly, transport objects have a high concentration of people and material values, which makes
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them attractive targets. Secondly, networks' widespread and territorial dispersion complicates
comprehensive protection and monitoring. Thirdly, modern transport systems increasingly depend
on complex information technologies and automated control systems, creating additional cyber
vulnerabilities.

The theoretical basis for modeling criminogenic threats is an interdisciplinary approach that
combines methods from criminology, risk management theory, systems analysis, mathematical
modeling, cybersecurity, and data science. Current research focuses on developing stochastic, network,
and dynamic models for predicting the dynamics of criminal events. This allows for the formation
of effective practical protection mechanisms and adaptive strategies for responding to new challenges.

An in-depth analysis of official statistical data from 2020 to 2025, obtained from open sources
in the Russian Federation and Ukraine, reveals an alarming trend of increasing criminal acts
in the transport sector. This significantly burdens law enforcement agencies, causes substantial
economic losses, and undermines public trust. In 2023, over 38,000 crimes were recorded at transport
infrastructure facilities, which is 7.3 % more compared to 2022. The most striking growth, more than
22% per year, is observed in the cybercrime directed against critical transport systems, highlighting
the urgency of preventive measures.

The dynamics of registered offenses in the transport industry show a clear upward trend: from
28,500 cases in 2020 to a projected 43,500 in 2025. Especially noticeable is a significant increase
in cybercrimes has more than doubled during this period (from 5,200 in 2020 to 13,100 in 2025).
These crimes include phishing, ransomware, and unauthorized access. Cargo thefts also showed
a steady increase, reaching 16,800 cases in 2025 (compared to 12,300 in 2020), often associated
with organized crime groups' activities. The global dynamics of unlawful interference (AUI) acts
also indicate a stable increase, particularly cyberattacks on critical infrastructure, which poses a new
serious challenge to international security and requires integrated response mechanisms.

Key types of criminogenic threats and their detailed dynamics:

* Cargo Theft: Accounts for approximately 40% of all registered crimes. Leads to direct
financial losses and disruptions in logistics chains. The most vulnerable are rail transport (up to 52%
of incidents) and road transport (37%).

 Terrorist Acts: Although they constitute less than 1% of the total, they cause the most catastrophic
consequences. Between 2020 and 2025, 27 terrorist attacks on transport infrastructure facilities were
recorded worldwide, with an increasing emphasis on cyberterrorism.

* Vandalism: Around 15% of incidents. Annual financial losses are estimated at hundreds
of millions of hryvnias (over 2 billion in 2023 in Ukraine alone), worsening the aesthetic appearance
and causing a feeling of insecurity among the population.

» Corruption Risks: Present in over 30% of transport security breaches. They create systemic
vulnerabilities that criminal groups and terrorists can exploit.

Geographical analysis shows an uneven distribution of threats: the highest level is observed in
transport hubs of large cities (Kyiv, Kharkiv, Odesa), border zones, and on routes for transporting
highly liquid goods. Crime rates correlate with the overall criminogenic situation and socio-
economic factors.

Detailed statistical analysis emphasizes the need to develop comprehensive models for assessing
and forecasting criminogenic threats, considering their dynamics and regional peculiarities. This process
should integrate predictive analytics and machine learning for the timely detection and neutralization
of risks. Particular attention is required for the exponential growth of cyber threats, which demand
adaptive protection strategies, including technical means, personnel training, and rapid response
protocols. Only a comprehensive and proactive approach will allow for effective countermeasures
against modern challenges in transport security.

To effectively assess criminogenic risks in transport infrastructure, integrated methodological
approaches are applied, considering the specifics of different types of transport and the nature
of threats. These approaches combine technical analysis, socio-economic research, jurisprudence,
and psychology. A significant contribution to the methodology for assessing the risks of unlawful
interference acts (UIAs) was made by Borisov and colleagues [3], who presented a comprehensive
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model for subways and railways. This framework is based on determining the probability
of a threat occurring and analyzing the cascading consequences for infrastructure objects, employees,
and passengers.

The probability of threat realization is established by combining statistical data from previous
periods and expert assessments. Potential consequences are evaluated according to criteria such as
the number of victims, the extent of material damage, the duration of disruption to the transport system,
and the degree of psychological impact on society. The vulnerability of an object is determined by
analyzing existing security systems (video surveillance, alarms, access control), the effectiveness
of control procedures, and other protective mechanisms (physical barriers, personnel training).

The stages of risk analysis include:

1. Threat Identification: Identification and classification of potential dangers (terrorist acts,
cyberattacks, cargo thefts, vandalism, corruption schemes) based on historical data, expert conclusions,
and intelligence information.

2. Vulnerability Study: Assessment of weak points in the security system of specific objects,
including technical, organizational, procedural, and personnel aspects.

3. Consequence Assessment: Determination of potential losses from threat realization (financial,
human, operational, reputational) through modeling various scenarios.

4. Risk Level Calculation: Integration of threat probability, vulnerability level, and consequence
scale to determine the overall risk level for each scenario using mathematical models.

Network theory is widely used to identify the most vulnerable nodes of the transport system,
modeling the infrastructure as a complex network of interconnected elements. This allows for
optimizing the placement of protective measures and developing effective recovery strategies.

An innovative direction is the development of predictive models for the probability of cargo theft
using artificial neural networks and machine learning methods. These models are trained on historical
data, considering cargo characteristics, route, time of day, weather conditions, and the criminogenic
situation. They achieve prediction accuracy of up to 92% and allow for preventive strengthening
of security. According to a European Commission study [7], implementing modern risk assessment
and predictive modeling methods reduces the number of successful criminal encroachments by
23-28% and decreases losses by 31-35%.

An important aspect is adapting the risk assessment methodology to the specifics of each
mode of transport (air, sea, rail, road), considering its unique vulnerabilities and characteristic
threats. Integration of data from various sources, including law enforcement agencies, intelligence
services, private security companies, and open sources, is necessary to develop “threat intelligence”
and proactive risk detection. The methodology must be regularly reviewed and updated, ensuring
the flexibility of the security system and its ability to respond promptly to new challenges.

Rail transport, being one of the key arteries of the global transport network, constantly faces
an increase in various criminal threats. Its strategic role in the economy and daily life of society,
ensuring the transportation of millions of passengers and tons of cargo daily, makes it a desirable
target for organized criminal groups and terrorist organizations. These threats range from petty
vandalism and theft to complex cyberattacks and terrorist acts that can paralyze entire regions. The
historical experience of terrorist attacks on railway facilities is an indispensable basis for developing
effective preventive strategies based on past lessons. A vivid and tragic example of the catastrophic
consequences of such attacks is the terrorist act in the Madrid metro, which occurred on March
11, 2004. This event, when a series of explosions in suburban trains led to the death of 192 people
and injuries to over 2000, clearly demonstrated the ability of such incidents not only to paralyze
the transport system for a long time but also to cause deep psychological shock to society, undermining
the sense of security and trust in public transport.

Modern challenges to railway transport security are complex and multifaceted, interconnected
with the growth of globalization and technological progress. Over the past five years, the increase
in cargo and passenger traffic by 20-25% has exacerbated risks, creating new opportunities for
criminals. Research by Luxton [9] confirms that a 15% increase in passenger traffic correlates
with an 8-12% increase in the risk of security incidents, as large crowds make effective control
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more difficult, making security systems less effective in detecting suspicious individuals or objects.
In addition, the accelerated implementation of digital control systems, such as automated dispatching
systems, train control systems (ERTMS), and intelligent “smart train” systems (e.g., for track condition
monitoring or rolling stock diagnostics), without proper protection, can open up new, previously
unknown vulnerabilities for cyberattacks. These cyberattacks can lead to train stoppages, full or
partial control over trains, disruption of critical infrastructure, or leakage of confidential passenger
data and cargo information, which has far-reaching consequences for national security and privacy.

An analysis of the most common types of security incidents in railway transport during 2020-2025
demonstrates a clear structure of threats that requires targeted preventive measures:

» Cargo theft: 38.2% of all incidents. This type of crime is often carried out by organized groups
at sorting stations or during train movement in sparsely populated areas. Perpetrators may use complex
logistics schemes or resort to simple forceful intervention, leading to significant financial losses for
carriers and cargo owners and delivery delays.

* Acts of vandalism: 27.5%. These actions primarily concern damage to rolling stock (broken
windows, cut seats, graffiti), station buildings, infrastructure facilities, and communication systems.
Vandalism not only spoils the aesthetic appearance, incurs significant operational costs for repair
and restoration, but can also threaten traffic safety.

* Unauthorized entry: 18.3%. This includes access by unauthorized persons to tracks, bridges,
tunnels, depots, and other restricted areas. Such entries increase the risk of accidents and collisions
and can also be a prelude to other criminal acts, including equipment theft or sabotage.

* Cyber threats: 9.7%. This growing danger is aimed at movement control systems (SCADA
systems), signaling, power supply systems, passenger online services, and ticket sales systems.
A successful cyberattack can lead to a failure of the entire railway network, causing chaos and financial
losses.

» Terrorist acts: 1.2%. Although their number remains relatively low, the potential consequences
are catastrophic, as shown by the Madrid bombing. This requires a high level of readiness,
constant monitoring, and the development of comprehensive anti-terrorist plans to minimize risks
and consequences.

* Other incidents: 5.1%. This covers a wide range of less common but potentially dangerous
events, such as unauthorized use of equipment, deliberate arson, attempts at sabotage, and other
unforeseen criminal acts that require an individual approach to analysis and response.

The assessment of the effectiveness of existing security measures in railway transport revealed
several systemic shortcomings that need to be eliminated to increase the overall level of protection.
Firstly, a significant part of the infrastructure, especially in peripheral areas, cargo terminals, and remote
stations, remains unequipped with modern video surveillance systems with analytics functions, motion
sensors, and intelligent access control systems. This creates “blind spots” for monitoring and complicates
the timely detection of threats. Secondly, passenger and cargo screening procedures at large transport
hubs are often insufficient due to the need to ensure rapid passage of large flows of people and goods.
This compromises security effectiveness and operational speed, leaving gaps that criminals can exploit.
Thirdly, physical protection systems, such as fences, barriers, and lighting, are often not integrated with
digital security systems (e.g., centralized security monitoring and management systems). This reduces
the speed and effectiveness of incident response, as information arrives fragmented, and the coordination
of actions of various security units becomes complicated.

Implementing intelligent video surveillance systems with face recognition, anomalous behavior
detection (e.g., unattended items, unauthorized movement in restricted areas, suspicious crowds),
and automatic alarm triggering. These systems can analyze large volumes of visual data in real-time,
allowing for prompt identification of potential threats and minimizing the impact of the human factor.

Introduction of combined systems that include physical barriers (electronic fences with penetration
sensors, access-controlled gates, reinforced perimeters), electronic systems (biometric identification
for personnel, RFID tags for cargo and rolling stock), and enhanced screening procedures at all
critical infrastructure points. This creates a layered defense, where each subsequent level reinforces
the previous one.
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Advanced GPS/GLONASS systems and IoT sensors (Internet of Things) are used for precise
real-time monitoring of cargo, rolling stock, and personnel location. This enables automatic route
control, notification of deviations from schedule or unauthorized stops, and rapid response to theft
or sabotage attempts.

Implementing robotic systems, including drones with high-precision cameras and thermal
imagers, and autonomous robots for regularly inspecting wagons, containers, railway tracks,
and bridges. This significantly increases the speed and accuracy of detecting damage, unauthorized
intrusions, or suspicious objects, minimizing the impact of the human factor and ensuring monitoring
of hard-to-reach areas.

Create centralized command centers that integrate data from all security systems (video surveillance,
access control, sensors, cybersecurity, telecommunications). This allows for comprehensive analysis
of incidents, operational threat prediction based on big data and artificial intelligence, and coordinated
rapid response of all security units and emergency services.

One of the most promising areas for enhancing railway transport security is the implementation
of innovative comprehensive systems, such as Thales Smart Corridor. This advanced system, which
has already successfully undergone pilot testing on key European railways, represents an integrated
approach to monitoring and protecting railway infrastructure over large sections. It combines
high-precision video analytics technologies with anomaly recognition functions (e.g., detecting
people or objects in restricted areas, suspicious behavior), specialized intrusion sensors (acoustic
sensors, vibration detectors, infrared barriers that react to any physical intrusion), modern means
for detecting chemical, biological, and radiological threats (CBRN sensors), as well as sophisticated
intelligent algorithms for incident prediction based on machine learning. Based on the results of pilot
implementations, Smart Corridor can reduce the number of security incidents by 32—-38 % and shorten
threat response time by 41-47% due to automated detection and warning, significantly increasing
the overall level of security [2].

Thus, a comprehensive analysis of criminogenic threats in railway transport indicates an urgent
need to integrate traditional physical protection methods with advanced innovative technologies
and actively apply preventive methods of threat modeling and forecasting. This is key to ensuring
the stability, uninterrupted functioning, and security of critical infrastructure and protecting the lives
and health of passengers and personnel.

Effective forecasting of criminogenic threats in the transport infrastructure sector requires
considering detailed socio-economic and technical factors. Studies conducted in Ukraine in 2021-2023
revealed a direct correlation (0.73-0.81) between regional unemployment rates, economic inequality,
and the number of crimes against transport infrastructure. This indicates that socio-economic stress
catalyzes the growth of minor criminal manifestations and the replenishment of criminal groups,
undermining social cohesion.

Statistical data also shows that railway infrastructure facilities with high physical wear (over 60 %)
become targets for criminals 2.7 times more often than infrastructure in good technical condition.
This is due to reduced effectiveness of surveillance systems, physical protection, and insufficient
patrolling, which creates favorable conditions for sabotage, theft, and emergencies.

Examples of Cascading Consequences of Criminogenic Threats:

* Hypothetical terrorist act: an explosion on the platform of Kyiv's central railway station during
rush hour.

* 190-210 human casualties, significant damage to tracks and overhead lines (up to 100 m),
destruction of part of the platforms. Complete halt of train movement at the station and adjacent main
lines for 12—18 hours.

* Overload of alternative modes of transport (by 300—400%) and transport collapse in the city.
Delays in freight transportation across the entire railway network for 48—72 hours, causing widespread
schedule disruptions and logistical chain failures.

* Direct infrastructure damage of $25-30 million. Losses for industry and trade up to $50 million/
day. Additional security reinforcement costs up to $100 million in the first month. Long-term
consequences include capital outflow and reduced tourist attractiveness.
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The impact of such criminogenic events on the transport system and regional economy is significant.
Studies show a decrease in passenger traffic by 15-25% (up to 30—40% in Ukraine) and economic
losses up to 0.5-1.2% of regional GDP (up to 2-3% for key transit regions). Modern models for
forecasting cascading effects also evaluate the impact of coordinated attacks. In particular, combining
a physical attack on a key transport hub with a cyberattack on traffic control systems can paralyze
the region's transport system for weeks.

According to Ukrainian experts, a coordinated attack on 3—4 key transport hubs in Ukraine could
decrease GDP by 2.8-3.5% in the next quarter. This carries economic slowdown risks, investor
confidence loss, social unrest, and humanitarian problems. Therefore, comprehensive modeling
of criminogenic threat scenarios is a necessary element of a modern risk management system in
transport infrastructure, allowing for the development of effective prevention and mitigation strategies.

Effective management of criminogenic threats in transport infrastructure requires a comprehensive
approach that combines technical, organizational, and legal instruments. Based on the analysis
and threat modeling conducted, we have formulated a series of recommendations to enhance
the security of transport systems by 2025.

Implementing multi-stage control systems that include advanced video surveillance with analytics,
a network of sensor detectors, Al-based analytical complexes, and early warning mechanisms is
necessary. This will ensure continuous monitoring of critical objects and real-time anomaly detection,
facilitating a shift from reactive to proactive security management:

* Implement video analytics systems based on neural networks for facial recognition, identification
of suspicious behavior, and unauthorized intrusion.

» Use multi-sensor platforms (fiber optic, acoustic, infrared, radar, explosive/toxic substance
detectors) for comprehensive intrusion detection.

* Integration of all monitoring systems with centralized databases and a unified operational
platform (SIEM/SOAR) for comprehensive analysis and automated response.

* Development of predictive models based on Big Data to forecast “hot spots” and periods
of increased criminogenic activity.

Implementing a modern, flexible regulatory framework that will govern transport security issues is
necessary, considering new types of threats (cyberattacks, UAVs, biological/chemical weapons). This
framework must be consistent with international security standards:

» Harmonization of national legislation with international norms (ISO 28000, NIS Directive,
ICAO, IMO).

+ Establishment of precise requirements and technical specifications for physical and information
security systems for various categories of objects.

* Regularly review and update regulatory requirements, considering new threats and technologies.

* Creation of legal frameworks for using Al and UAVs in the context of security, including data
confidentiality and ethical aspects.

Ensuring effective interaction and coordination among law enforcement agencies, specialized
services, and transport infrastructure operators is crucial for forming a unified security space:

* Creation of unified situational centers for transport security management at the regional
and national levels.

* Implementation of standardized protocols for real-time information exchange on incidents
and threats.

* Conducting regular joint interdepartmental exercises and drills to practice response scenarios.

+ Establish a single interdepartmental working group on transport security to analyze the situation
and develop recommendations.

The experience of Israel, Japan, and the United Kingdom demonstrates the effectiveness
of specialized transport police units, profiling, and international cooperation for intelligence sharing.

Intensive implementation of advanced technologies is critical for increasing infrastructure
resilience, ensuring the automation of detection, analysis, and response processes:

* Implement biometric identification systems at critical facilities and restricted access zones.

* Autonomous drones and UAVs are used to patrol extended infrastructure objects.
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» Application of Big Data and machine learning for anomaly analysis, detection of patterns in
criminal activity, and threat prediction.

* Implement blockchain technologies to protect transport management information systems.

* Use of Al-based solutions for automating threat detection and providing recommendations.

* Development of cybersecurity systems to protect critical information and operational
technologies.

Organizational measures include planning, risk management, personnel training, and continuous
process improvement, forming the foundation of the security system:

* Independent auditors regularly conduct comprehensive vulnerability assessments of transport
facilities.

« Implementation of a risk management system by the international standard ISO 31000.

* Develop and regularly update detailed incident response plans.

* Conducting mandatory, systematic training for personnel on threat detection and response
methods.

» Creating effective incentive systems for employees and the public to report potential threats.

* Development of business continuity and disaster recovery plans.

Given the cross-border nature of threats, international cooperation and the unification of risk
assessment methodologies are evident. It is recommended that information exchange be developed
through international platforms, joint training, and harmonization of security standards. Such a multi-
level, integrated approach, encompassing state, private, and public initiatives, allows for creating
aresilient system for detecting and preventing threats, significantly increasing the safety and resilience
of transport infrastructure.

Implementing Artificial Intelligence (Al) and Big Data processing significantly increases forecasting
accuracy and the effectiveness of preventive measures in transport security. This comprehensive
approach allows for the creation of dynamic and proactive protection systems that effectively adapt
to new challenges, preventing incidents and increasing the overall resilience of the infrastructure.

Al is a critically important element of threat modeling, as it provides deep analysis of information
in real-time. Neural networks and deep learning technologies are actively used for:

* Automatic video analysis: Detecting anomalous behavior, suspicious objects, unauthorized
access, and facial recognition in real-time.

* Predictive analytics: Forecasting criminogenic situations based on historical data, identifying
“hot spots” and periods of increased risk.

* Resource optimization: Efficient planning of patrol distribution, technical means, and other
security resources.

Machine learning algorithms achieve up to 85% prediction accuracy, surpassing traditional
methods. They also reduce the number of false alarms by 73 % and process data up to 9 times faster.

Various types of Al are applied for effective threat modeling:

* Machine Learning (ML): Training systems on large volumes of data to identify patterns in
criminal activity.

* Deep Learning (DL): Using complex neural networks to efficiently process images and video
streams.

+ Natural Language Processing (NLP): Analyzing text data to identify hidden patterns and potential
threats.

» Computer Vision (CV): Interpreting visual information is the basis for video analytics and facial
recognition systems.

Adaptive risk management models create flexible security systems that consider the dynamics
of the criminogenic situation and quickly adapt to new conditions through continuous learning
and self-correction.

Multi-agent models simulate the interaction of key subjects in the transport system (passengers,
personnel, security services, potential offenders) and various security system elements. This allows
for a comprehensive assessment of the effectiveness of proposed strategies and the development
of responses to complex and unpredictable scenarios, such as terrorist acts or large-scale cyberattacks.
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For the further development and implementation of advanced solutions in transport infrastructure
security, the following roadmap is proposed:

* 2023-2024: Integrating advanced Al solutions (including video and predictive analytics) into
existing security systems.

* 2024-2025: Development and comprehensive testing of adaptive risk management models
and multi-agent models for detailed threat simulation.

* 2025-2026: Full-scale implementation of integrated security systems and development
of national standards for their operation.

* 2026-2027: Creating international platforms for information exchange and harmonizing
security standards with EU and NATO requirements.

Systematic training of highly qualified personnel is the cornerstone of an effective security
system. The training program, developed with the participation of leading Ukrainian and European
universities, has already been successfully implemented and is planned for significant expansion. It
covers key areas: risk management, threat modeling, cybersecurity, and practical work with Al tools.

The development of scientific approaches contributes to integrating risk assessment methods
into the overall infrastructure management system, providing proactive solutions for sustainable
development and efficient operation. This, in turn, increases the resilience and competitiveness
of Ukraine's transport systems.

Implementing Al and video analytics systems requires the creation of clear regulatory frameworks for
the comprehensive protection of personal data and the minimization of any manifestations of discrimination.
It is necessary to consistently implement the principles of “security by design” and “privacy by design,”
and to ensure full auditability of all Al solutions to guarantee transparency and accountability.

Conclusions. Our research confirms the high relevance of criminogenic risks in transport
infrastructure, especially for the railway sector. Statistical data analysis for 2020-2025 revealed
an alarming increase in the volume and complexity of criminal acts. This includes traditional
crimes (theft, vandalism) and new threats, such as cyberattacks on control systems and asymmetric
hybrid influences that are difficult to predict. The continuous digitalization of transport systems
opens up new attack vectors, and the increasing interconnectedness of global transport networks
increases the potential for chain reactions from local incidents. This indicates profound
transformations in the threat landscape, requiring urgent and comprehensive improvement
of modeling, forecasting, and risk management approaches and increasing the resilience
of the entire transport ecosystem.

Areview of modern threat assessment methodologies has demonstrated that integrated and flexible
approaches are the most effective. They combine detailed statistical data on previous events,
specialist expert assessments, and innovative information analysis technologies, particularly artificial
intelligence (Al) and Big Data tools. This combination allows for identifying hidden patterns in
large datasets and adapting to rapid changes in the criminogenic environment. The synergy of these
elements significantly improves the accuracy of forecasting potential incidents, reduces the number
of false alarms, and ensures high-speed information processing, which is critically essential for
promptly responding to modern threats:

* Prediction Accuracy: The use of machine learning algorithms, capable of analyzing complex
multivariate relationships, allows for up to 85% accuracy in incident prediction, while traditional
statistical methods provide only 60—65%. This high accuracy is achieved due to Al's ability to detect
non-obvious behavioral patterns and weak signals that precede events.

* Reduction of False Alarms: Al-based systems demonstrate a 73% reduction in false alerts
compared to conventional threat detection systems. This is achieved through machine learning,
distinguishing normal behavior from anomalous, minimizing “noise” in the data, and increasing
response efficiency without overloading operators.

* Processing Speed: Modern algorithms can process vast volumes of data in real-time up to 9 times
faster than traditional approaches. This is crucial for rapid threat response, allowing the system to
instantly identify potential risks and initiate appropriate security measures, which is vital in conditions
of rapid event escalation.
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The development of adaptive risk management systems that consider the variability
of the criminogenic situation is a key factor in ensuring the stability of transport systems. Such
systems respond to existing threats and proactively change their parameters and protection strategies
by continuously analyzing new data and identifying new types of perpetrator behavior. This allows
transport infrastructure to remain resilient despite evolving threats, including changes in crime
methods, regulatory environment, the emergence of new technologies, or geopolitical shifts.

To create a comprehensive and effective transport infrastructure security system that meets current
and future challenges, the following key directions must be implemented:

» Systemic Approach to Assessment: Implementation of comprehensive risk assessment
methodologies that consider the specifics of each mode oftransport (air, sea, rail, road) and differentiated
threat categories. These categories include terrorism, organized crime, cybercrimes, and others.
This will ensure a holistic understanding of vulnerabilities and allow targeted countermeasures
to be developed.

» Technological Solutions: Large-scale application of advanced technologies, such as Al-based
video analytics systems (recognition of anomalous behavior and faces), biometric verification
of passengers and personnel, and big data for proactive analysis of potential incidents. Implementing
IoT sensors for infrastructure monitoring and blockchain to ensure the integrity of security data
is also essential.

» Coordination of Efforts: Strengthening cooperation and information exchange between national
law enforcement agencies, special services, and international organizations (e.g., Europol, Interpol,
International Union of Railways). This includes creating unified national and international platforms
for exchanging incident and threat data, as defined in the prospective plan until 2027, considering
ethical and legal aspects.

* Competence Development: Further implementation and expansion of modern educational
programs for training transport infrastructure security specialists, which are already successfully
operating in 5 higher education institutions in Ukraine, with the participation of leading Ukrainian
and European universities. Programs should cover the basics of cybersecurity, advanced threat
modeling methods, critical thinking, crisis management, and legal and ethical aspects. Continuous
learning and certification programs should also be implemented.

Threat modeling with a multi-agent approach allows simulating the interaction of all participants
in the transport system (operators, passengers, personnel, law enforcement, potential offenders)
and evaluating the effectiveness of various security strategies in conditions as close as possible to real
scenarios. This includes analyzing system behavior during large crowds, in the event of cyberattacks
on traffic control systems, or when simulating terrorist acts. Of particular importance is the modeling
of cascading consequences, as demonstrated by the tragic Madrid metro attack in 2004, which led not
only to human casualties but also to the complete paralysis of the transport network, panic, and long-
term psychological consequences. Multi-agent modeling helps identify “bottlenecks” in the security
system and develop effective damage minimization plans.
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Sl

Paoux H. B. Mooenwsannsa KpuMiHO2eHHUX 3azp03 Y MPAHCROPMHIN IHGpacmpykmypi:
CYYACHUI CIAH Ma nepcneKmueu

Lla nayxoea nybnikayia npucesyena OOCIIONCEHHIO CYYACHO20 CMAHY, MeHOeHYill ma nepcnekmus
MOOeNOBAHHSA U OYIHKU KPUMIHOCEHHUX PUSUKIB Y Mpancnopmuiu ingppacmpykmypi Vkpainu. 3abe3neuenns
il cmabinbhocmi ma 6e3nexku € Hegio €EMHOI0 YACMUHOIO (DYHKYIOHYBAHHA 2any3l, WO 8i0iepae KpUMuiHy
ponv. [locniodcenns oxonnoe cmamucmuyni oani ma cnocmepedcenus 3a nepioo 2020-2025 poxis,
Wo 003601UNO OYIHUMU OUHAMIKY BUKIUKIG, 3YMOBIEHUX SAK GHYMPIWHIMU, MAK | 308HIUHIMU, 30KpeMd
2lopuoHuMU, hakmopamu.

V nepwiti wacmuni pobomu demanvHo po32nsaiarmscs meopemuyti 3acaou KpUMIHOIO2IYHOT Oe3neKu
MPAHCNOPMHOT  CUCTeMU, BKIIOUAIOYU KIIOY08I KOHYenyii cmitkocmi (30amuicmv  adannyeamucs
mMa 8IOHOBNIOBAMUCS) MA 8PA3IUBOCTI (CAAOKI MICYSL, WO MONCYMb OYMU GUKOPUCTAHT 3108MUCHUKAMIUL).
Ocobnugy ysazy npuoineHo cucmemHoMy nioxoo0y ma npasosum Acnekmam, wo Gopmyoms eghexmuenull
3aXUCHULL MEXAHI3M 810 NPOMUNPABHUX NOCALAHD.

IIpogedeno noznubnenuti cmamucmudHull ananiz OUHAMIKU Ma CMPYKMypu KPUMIHATbHUX 3G2PO3,
AKI  6NAUBAIOMb HA  (DYHKYIOHYBAHHA ABMOMOOINILHOC0, 3ANIZHUYHO20, ABIAYIUHO20 MA MOPCbKO2O
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mpancnopmuoz2o Komniekcy Yxpainu. Jlocniodcenns niomeepoxcye 3HauHe 3pOCMAHHA  KiNbKOCHI
Kibepamax, 6aHOAni3My ma Ousepciti Ha KpUmudHux IHGPAcmpyKmypHux o0 eKmax, a markoxic
AKmMyanbHicmo MpAOUYiUHUX 3104UHIE.

Buceimneno cyuacui nioxoou ma memoou oyiHKu KpUMIHO2EHHUX PU3UKIG, 30KpeMa AKICHI (Mampuyi
PU3UKIG, eKcnepmHi OYiHKU) ma KinbKicHi (imimayiuni Mmoleni, cmamucmuyHe MoOen08aHHs)
mooeni. i incmpymenmu 0038015810Mb BUHAUUMU UMOBIDHICMb BUHUKHEHHS 3A2po3 mda OYiHUmMu
iIXHI nomeHyiuni KACKAOHI HACTIOKU OJisl MPAHCNOPMHOL cucmemMu, eKOHOMIKU, yMaHimapuoi cepu
ma HayioHaibHoi Oe3nexu.

Ha npuxnaoi oemanvrozo ketic-cmaodi 3a1i3HU4HO20 MPAHCNOPMY POKPUMO CheyuiuHi ocoonueocmi
KPUMIHOLEHHUX 3a2P03 (30Kpema mepopucmuyti akmu, ak-om mepaxkm y maopuocvkomy mempo 2004 poxy,
BUKOPUCAHHSA OPOHIB, IHCAUOEPCHKI 3a2pO3u; 8PASIUBOCI YUPPOBUX cucmeM) ma egexmugHi memoou
npomudii im. Poboma micmume HU3Ky RPAKMUYHUX PEKOMEeHOayill Wooo ynpasiiHHA pUsUKamu, 6KI04ardu
8NPOBAIICEHHA bazamopisnesux cucmem 6e3neku, 600CKOHAIEHHs 0OMIHY iHhopmayiclo ma nocunieHHs
0epoHCaBHO-NPUBAMHO20 NAPMHEPCMEA.

Okpecieno nepcnekmueu po3eUmMKY HAYKOGUX Ni0X00i8 00 MOOENo8aHHA KPUMIHOZEHHUX 3A2po3,
AKYeHmyIulU y8azy Ha 8Npo8aA0N*CeHHI IHHOBAYIUHUX MEXHONO02IN.: WMYYHO2O0 IHMeNeKmYy Oisl NPeOUKMUHoOI
AHATIMUKY, MAUUHHO20 HABYAHHSA OJIA BUAGIEHHA AHOMAIL, MEXHON02Il 8eNUKUX OAHUX OISl KOMIIEKCHO20
aumanizy ma On0K4euHy 01 0Oe3neku OaHUX. Pesynomamu 00CIIOJNCEHHS € HAO38UUAUHO YIHHUMU
Ma NPAKMUIHO SHAUYUUMU oA qbaxzeuze Y eany3i mpaHcnopmuoi 6e3nexu, npasooxopoOHHUX OP2aMie,
HAYKOBYI6 MA 6CIX, XMO 3ayikasienui y 3abe3neuenti cmadinbHo20 ma Oe3neuHo2o YHKYIOHYBaHHA
KpUMU4HOoi mpanHcnopmHoi cucmemu.

Kntouosi cnosa: mooenosanns, Kpumino2eHHi 3a2po3u, mMpancnopmua ingpacmpykmypa, Gesnexa,
OYiHKA PU3UKI8, IHHOBAYIUHI MmexHOoN02ii, Kibepbe3neKa.
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